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Abstract

Advanced Persistent Threats (APTs) - the most sophisticated type of cyber-attacks, stealthy in long
duration, multi-staged attack trains and nation-state level resources. Low-and-slow attack patterns
and the use of legitimate tools for malicious activities make it-difficult to.detect APTs with traditional
intrusion detection systems. This_paper presents a new: multi-stage deep learning model called
DeepAPT-Shield for APT detection and attribution in enterprise networks. Our solution must deal
with three main tasks: (1) capturing subtle behavioral deviations that may indicate the presence of an
APT, (2) correlating alertmessages and attack indications at-multiple locations in a temporalspatial
fashion, and (3) attributing found threats to specific known APT groups that can drive a precise
reaction. It contains four related modules: 1) A GAT to model entity behavior; 2) A TCN with
attention mechanisms for sequence analysis; 3) A Heterogeneous Graph Neural Network for attack
chain correlation and ‘a Siamese. Network for threat attribution. We make three primary
contributions: (1) an adaptive threshold mechanism that reduces false positives by 67% with minimal
effect.on detection rates; (2) a new kill-chain aware loss function that heavily penalizes the inability
to detect stages of the attack that enable other stages to occur, even if those "enabling™ stages are
harmless per se; and (3) semi-supervised learning for training the model on limited labeled APT data.
Extensive experiment. on DARPA OpTC dataset (17.4B events), LANL Unified Host and Network
Dataset (58-days enterprise activity) and a proprietary dataset from 5 fortune-500 companies
indicates the proposed approach outperforms all competitors. DeepAPT-Shield obtains 94.7%
detection rate of APT campaigns with just 0.003% false positive rate, and detects attacks average at
18.3 days earlier than the state-of-the-arts commercial solutions. The attribution module correctly
attributes APT groups in 89.2% on average, among a total of existing 12 identified threat actors. We
have operationalized our system and our method to production environment that catch and stop three
new unknown APT campaigns.

Keywords: Deep Learning!, Advanced Persistent Threats?, Graph Neural Networks®, Intrusion
Detection®, Cyber Threat Intelligence®, Attack Attribution®, Enterprise Security”
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1. Introduction

The industry's cyber defense paradigm has changed at its very foundation with the rise of Advanced Persistent
Threats (APTSs) as the principal threat to governments and enterprises globally. Unlike traditional cyber-attacks
whose main target is short-term financial gains, APTs have goals of higher strategic value that require
operational timelines which extend over month or even years and resources usually available only to nation-
states [1]. Victim organizations such as SolarWinds (APT29), Colonial Pipeline, and Microsoft Exchange
Server exploitation (HAFNIUM) have been in the limelight recently about the destructive capabilities of APT
campaigns [3],whereas total damages from these campaigns worldwide are estimated to be higher than $100
billion per year?2?. Conventional security paradigms such as signature-based IDSs and rule-based SIEM
systems are essentially powerless against APT threats. APT groups actively leverage techniques designed to
avoid traditional detection and attribution: employing native administrative tools (“living off the land”),
maintaining continuous access through a variety of backdoors, and idle periods between working engagements
[3]. The MITRE ATT&CK framework lists more than 200 different techniques used /by APT groups, most of
which are designed to produce minimal discriminating signatures [4]. Machine learning techniques have been
demonstrated to be promising in anomaly-based detection; however, the current ones still suffer from severe
drawbacks especially for APT. In the first place, most of ML-based IDSs concentrate in network traffic and
host behavior but they do not correlate indicators that span.across the entire enterprise [5]. Second, supervised
learning-based methods need a large volume of labeled attack data, which is rare for APT attacks and becomes
obsolete in the presence of constantly changing attackers [6]. Third, the huge class imbalance between normal
traffic and APT attacks (in many cases greater than 1:1M) makes it infeasible.to adopt traditional methods for
classification [7].

In this paper, we present DeepAPT-Shield to remedy these limitations with novel architecture designs and
training strategies. Our system is built on enterprise provenance graphs— fine-grained logs of system events
that record causal relations between processes, files, and netwark connections[8]. Formulating the enterprise as
a graph that evolves over time, and exploring temporally evolving entity behaviors, DeepAPT-Shield can
discover such subtle anomalous patterns of entity behaviors specific to APT operations at operationally
acceptable false positive levels. Qur contributions are threefold. 1. We start by devising a multistage detection
architecture such that enterprise telemetry is processed through specialized neural network modules, each
tailored for different dimensions of APT behavior: entity-level anomalies, temporal attack patterns, and cross-
system-attack chains:.Such modular design support interpretability of detection and integration with security
analyst’s workflow [9]. Second, we propose innovative training techniques that mitigate the APT-specific
issues. Our adaptive threshold process also varies the sensitivity of our detection according to environmental
context and reduces false positives by 67% against a fixed threshold. Kill-chain aware loss function focuses on
detection of critically-impacting attack stages (i.e., privilege escalation, lateral movement and data exfiltration),
and it also improves overall.campaign detection by 23% [10]. The third one is a threat attribution module,
which associates the detected attacks with known APT groups via behavioral features. This novel support,
which is not provided in any previous academic studies, allows organizations to comprehend the motives of
adversaries and anticipate their behavior so that they can collaborate more effectively with threat intelligence
communities for a proactive defense [11].

Comprehensive performance evaluations show that DeepAPT-Shield is superior in every way. On the DARPA
OpTC dataset, we get a 94.7% detection rate at a false positive rate of about 0.003%, which is significantly
better than exiting academic and commercial systems. The AttAttribution module can pinpoint the threat group
responsible for an attack with 89.2% of accuracy, offering valuable intelligence to security teams. Five large
enterprises of the fortune-500 size have sucessfully detected and prevented three new unknown APT campaigns
in their production systems using this layer [12].
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2. Literature Review
2.1 APT Nature and Attack Life Cycle

It is necessary for the requirement of effective detection systems to fully comprehend operating features with
APT. Mandiant’s APT1report [13] set the groundwork for knowledge on state-level adversaries and outlined
systematic methods of target reconnaissance, initial compromise, enduring persistence. His work was followed
by that of FireEye 14, CrowdStrike 15, Kaspersky Lab 16 research groups and others to move this knowledge
on other dozens of APT groups with different objectives and practices. The cyber-kill chain model, the first of
its kind from Lockheed Martin [17], is a clear-cut process which revealed how APTSs progress: reconnaissance --
weaponization -- delivery — exploitation —installation (also by-passed that.an operating system would prevent
all malware) -- command and control (C2) -- actions on objectives. Though helpful'in forming mental models,
academia reveals the linear progression can easily be subverted; actual APT campaigns are not conducted
through this method but through non-linear cycles with attackers changing tactics in response to other
mechanisms ([18] ibid) The MITRE ATT&CK move one step further down the taxonomy tree with specific
technical attacks learned from public references of campaigns [19]. Key traits of APT that make it difficult to
detect with traditional methods: average dwell time for APT malware is about 287 days [20], leveraging trusted
tools and credentials to move laterally in the network [21], encrypted C2 communications hidden within
legitimate traffic stream [22], multiple techniques for ensuring persistence so as to not be discovered etc. [23].
These all combine to form detection difficulties that simply cannot be overcome using signatures.

2.2 Machine Learning utilized for Intrusion Detection

There has been considerable evolution in intrusion detection using machine learning techniques over last
decade. In the early days of network flow classification, researchers utilized traditional ML techniques such as
decision trees, support vector machines, and random forests [24]. Deep learning permitted the processing of raw
packet data and resulted'in improved detection performance with CNNs [25] and RNNs [26] that help learning
malicious traffic patterns. The host-based anomaly detection has also been developed through deep learning.
DeepLog [27] used LSTMs for system log analysis and learned to identify anomalies via prediction error.
LogRobust [28] extended this to make use of attention beyond interpretability. ATLAS [29] proposed
sequence-to-sequence models for audit log. analysis, and obtained state-of-the-art performance on public
datasets. Graph-based-methods have shown especially promising for enterprise security. UNICORN [30]
modelled system events as provenance graphs, and used graph sketch techniques for anomaly detection.
ThreaTrace [31] further supplemented this with graph based neural networks, and KAIROS [32] incorporated
temporal component via evolution modeling of the graph. However, they are single-host only, and cannot be
used to detect large-scale APT campaigns across enterprises.

2.3 Graph Neural Network for Security

Graph neural networks (GNNs) have revolutionised security analytics and made possible the learning of
representations in structured data [33]. Graph Convolu- tional Networks (GCNs) [34] perform spectral
convolutions to propagate local information at the neighborhood level; GraphSAGE [35] extended the idea of
sampling to improve scalability. Attention Mechanisms-based GNNs: Graph Attention Networks (GAT) [36]
integrated attention mechanisms to perform weighted aggregation, which were especially suitable for
heterogeneous security data. GNNs for cybersecurity has achieved remarkable improvements. E-GraphSAGE
[37] adopted edge-aware graph learning for network intrusion detection. GNN-NIDS [38] also achieved
impressive performance on the CIC-IDS2018 dataset. MAGIC [39] presented the graph classification for
malware analysis. Nevertheless, the state-of-the-art GNN methods in security domain mainly concern single
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attack categories instead of comprehensive APT detection. In enterprise security, HGNNs show great potential
due to presence of complex inter-entity (such as “users”, “processes”, “files” and 10“network connections”)
relationships [40]. HAN [41] proposed hierarchical attentions for heterogeneous graphs, while HGT [42]
presented special transformers for modeling the heterogeneity. These designs are well suited to enterprise

provenance graphs.
2.4 Threat Attribution and Intelligence

Threat Attribution: Assigning responsibility of cyber attacks to actors is still a major problem with less focus in
academic research [43]. Commercial TI platforms (Recorded Future, Mandiant Advantage, CrowdStrike Falcon
Intelligence) offer attribution but are often human-centric and depend on manual analysis or indicator matching
instead of automated behavior exploration [44]. Most attribution work in academia centers around identifying
malware authorship by code analysis.[45] and writing style [46]. APT<Attribution [47] proposed TTPs (Tactics,
Techniques and Procedures)-based behavioral fingerprinting and achieved 78% accuracy using small datasets.
But the full attribution to behaviors combined with detection is still a blank field of research.

2.5 Research Gaps

There still exists fundamental deficiencies in APT detection research. First, traditional detection techniques are
focused on detecting single-stage attack payloads and not whole-campaigns; there may be cases where an
incident is undetectable by these existing methods due to constituent multi-stage kill chain presence [48].
Second, training strategies do not adapt.to APT-special challenges such as very imbalanced class distribution
and limited annotated data [49]. Third, detection systems have no attribution capabilities which reduce the
effectiveness of defensive responses [50]. DeepAPT-Shield fills these gaps with multi-stage detection
mechanism, innovative training scheme and behavioral attribution.

3. Methodology

3.1 System Architecture Overview

DeepAPT-Shield..is composed of four interconnected maodules on enterprise provenance graphs: (1) Entity
Behavior Modeling (EBM) with Graph Attention Networks, (2) Temporal Sequence Analysis (TSA) with
Temporal Convolutional Networks, (3) Attack Chain Correlation (ACC) with Heterogeneous Graph Neural
Networks, and a Threat Attribution Engine (TAE) with Siamese Networks. The system supports real-time
detection and post-investigation capabilities [51]. Input provided to the system includes enterprise telemetry
gathered from EDR agents, network sensors and authentication systems. (*) We build provenance graphs G =
(V, E), where vertices V denote entities (processes, files, network sockets, registry keys) and edges E express
causality relations (process creation file access network connection). Each vertex and edge is associated with
temporal and categorical attributes by aggregating raw telemetry [52].
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Figure 1. DeepAPT-Shield architecture includes entity graph builder, GAT behavior encoder, TCN
multi-scale detector and HGT attack chain correlator.

3.2 Entity Behavior Modeling Module

The EBM model monitors per entity behaviors to detect anomalous activity that indicates possible compromise.
We adopt a multi-layer Graph Attention Network which takes in vertex representations learned via the
aggregation of neighborhood information, based on learned attention weights [53]. The attention coefficient
between v and neighbor u is calculated as for entity v with feature vector x_v:

o_vu = softmax(LeakyReLU(a"T[Wx_v || Wx_u]))
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Where W is a learnable weight matrix, a is an attention vector, and || represents concatenation. 8-head multi-
head attention contributes to representation stability. The module produces per-entity anomaly scores that
measure the extent to which their behavior deviates from learned normal patterns [54]. The entity features are
128-dimension coded of: process hierarchy depth, file access patterns, network communication profiles24,
registry control records with the behavior changes and temporal activity patterns. Feature engineering also
incorporates domain knowledge of APT tactics — for example, increased focus on processes spawning abnormal
child processes or accessing sensitive system files [55].
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Figure 2. Modeling entity behavior with Graph Attention Network on iterative aggregation, attention-
based weighting and embedding extraction.

3.3 Temporal Sequence Analysis Module

The TSA module encodes temporal behaviors that are defined at multiple time intervals ranging from seconds
(i.e., rapid enumeration) to days (i.e., periodic C2 beaconing). We use a dilated Temporal Convolutional
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Network (TCN) with exponentially growing dilation factors, and are able to capture receptive field spanning
multiple weeks of activity without resizing input across each day at the cost-effective computational level [56].

The dilated convolution operation at layer | with dilation factor d_| for the event sequence X = (x_1, x_2,...,
X_T) takes the following form:

y t =kY(M=0)"K w_k-x(t-d_I-k)

Dilation rates are follows d_I = 27, resulting in receptive field of 2~L timesteps with L number of layers. We
enhance TCN with self-attention layers that capture long-range temporal dependencies present in APT

campaigns with long dormancy phases [57].
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Figure 3. TCN with dilated convolution for learning multi-scale temporal patterns for anomaly/attack
detection.
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3.4 Attack Chain Correlation Module

The ACC module merges the pieces of attack which is dispersed into complete attacks chains over hosts and
time. We represent the enterprise as a heterogeneous graph with multiple node types (hosts, users, processes)
and edge types (authentication, process creation, network communication). This structure is then processed by
the Heterogeneous Graph Transformer via type-specific attention [58]:

h{'.l_” == Z Attention(Q,, K., V.) - Message, (hff))

e=N{(v)

where Q,K,V are type-specific query key, and value projections. This form, allows the model to learn relation
specific aggregation patterns, e.g. considering authentication events.differently than file access events [59]. The
module uses graph pattern matching to match known templates of attack chains
(reconnaissance—exploitation—persistence—lateral movement) and discover new patterns with learned
embeddings. The output is correlated alert clusters which may correspond to APT campaigns [60].
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Figure 4. Heterogeneous Graph Transformer performing type-specific attention over multi-entity
relations to produce correlated APT attack chains.

177 | Page
www.mjapjournal.com 2025/MJAP/09/0067



http://www.mjapjournal.com/

Multidisciplinary Journal of Academic Publications
ISSN (Online): 3107-538X
Vol. 01, Issue 02, November — December 2025

3.5 Threat Attribution Engine

The TAE module attributes detected attacks to known APT groups through behavioral fingerprinting. We model
attribution as a metric learning problem, training a Siamese Network to embed attack campaigns into a space
where campaigns from the same threat actor cluster together [61]. The network processes TTP sequences
extracted from detected attack chains, encoding tactical choices (initial access methods, persistence techniques,
C2 protocols) that characterize threat actor tradecraft. Embedding function f 6 maps campaigns to 256-
dimensional vectors, with contrastive loss:

L = (1-y)-D? + y-max(0, m-D)?
where D = ||f 6(x_1) - f 8(x_2)||, y indicates whether campaigns originate from the same group, and m is

margin parameter. Attribution is performed through k-nearest neighbor lookup in the learned embedding space
against a database of labeled campaigns [62].
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Figure 5. APT group attribution accuracy for APT1, APT3, APT28, and APT41, with performance up to
94%.
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3.6 Training Methodology

Training DeepAPT-Shield requires addressing several APT-specific challenges. For extreme class imbalance,
we employ focal loss with class-dependent weighting:

FL(p_t) = -a_t(1-p_1)"y log(p_1)

where y=2 focuses learning on hard examples and a_t balances class weights. We additionally introduce kill-
chain aware loss that assigns higher penalties to missed detections at critical attack stages (privilege escalation:
3x, lateral movement: 2.5x, exfiltration: 4x) [63]. For small amount of labeled data, we utilize semi-supervised
learning by mixing labeled APT campaigns and many unlabeled normal activity. The training criterion jointly
consists of a supervised classification loss as well as an unsupervis ed consistency regularization, which prompts
stable predictions with respect to input perturbati ons. In this way, the effective learning with as small as 50
labeled APT campaigns [64]. Our adaptive thresholding mechanism automatically changes the sensitivity of
detection according to environmental conditions. When risk is high (high threat intelligence indicators,
anomalous authentication patterns) the threshold tightens up to increase detection. In stable situations,
thresholds become relaxed to reduce the overhead. A context-based method that can reduced 67% FPs while
achieving the high detection rate [65].

Ablation Study: Comy t Contributions

™

Figure 6. Ablation study of the contributions from GAT, TCN, HGT and the weightedly integrated
DeepAPT
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4. Experimental Setup
4.1 Datasets

We evaluate DeepAPT-Shield on multiple datasets representing diverse enterprise environments and attack
scenarios:

Table 1: Evaluation Dataset Characteristics

Dataset Duration Events Hosts PT Campaigns
DARPA OpTC 10 days 17.4B 1,000 5

LANL Unified 58 days 1.6B 12,425 4

Fortune 500 (Private) 180 days 89.2B 47,000 12

CICIDS2017 5 days 2.8M 14 7 (types)

The DARPA OpTC dataset includes full provenance records in a simulated enterprise environment with red
team APT campaigns. The LANL dataset contains synthetic attacks while mimicking real enterprise activities.
Our in-house Fortune 500 dataset scraped under licensed agreements offers the ground truth provenance from
real detected campaigns of five entities [66].

4.2 Baseline Methods

We compare DeepAPT-Shield with both academic and commercial tools. Among those are various academic
baselines like DeepLog (LSTM-based log analysis), ThreaTrace (GNN-based provenance anlaysis),
ATLAS(sequence-to-sequence audit log detection) KAIROS(temporal graph evolution) UNICORN(graph
sketching). Commercial -baselines are the anonymized outputs of three popular EDR tools tested on identical
sets [67].

4.3 Implementation Details

System_dmplementation DeepAPT-Shield is developed in PyTorch, which employs PyTorch Geometric for
graph manipulation. 3-layer GAT with 8 attention heads and hidden dimension 256 is employed in the EBM
module. The TSA module is implement by 6-layer TCN with dilation factors [1,2,4,8,16,32]. The ACC module
adopts 4-layer HGT with 4 attention heads of each relation type. We train using Adam optimizer with a
learning rate of 1e-4 and batch size 256 subgraphs. Training proceeds for 100 epochs with early stopping using
the validation F1 score [68]. Experiments are done on a cluster of 8 NVIDIA A100 GPUs with 80GB memory.
To process billion-scale provenance graphs, graph processing leverages distributed message passing with
gradient checkpointing. Real-time inference runs at 2.3ME/s with a single GPU [69].

5. Results and Analysis
5.1 Detection Performance
Performance along evaluation datasets is shown in Table 2. DeepAPT-Shield consistently outperforms

baselines, with not only highest detection rates but also lowest false positive rates being achieved.
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Table 2: APT Detection Performance Comparison

Method DR (OpTC) FPR (OpTC) DR (LANL) F1 Score
DeepLog 71.2% 0.089% 68.4% 0.724
ThreaTrace 82.6% 0.024% 79.3% 0.834
KAIROS 85.1% 0.018% 81.7% 0.861
Commercial EDR A [78.3% 0.041% 75.2% 0.798
Commercial EDR B [81.9% 0.032% 78.8% 0.824
DeepAPT-Shield 94.7% 0.003% 92.1% 0.947

On DARPA OpTC dataset, DeepAPT-Shield achieves detection rate 0f94.7% at a false positive rate of
0.003%, which is equivalent to 11% improvement in detection and reduction in false positives by an order of
magnitude (83%) in comparison with close competitor baseline model KAIROS. This performance leaves
practical deployment for future work—the 0.003% FPR is enough-to trigger.approximately 50 warnings per day
in a 10,000-host enterprise, which is within the manageable rate of alerts reported for a security operations
center [70].

5.2 Early Detection Analysis
Time-to-detection is a key measure for APT defense: if you can catch the adversary/sooner, you can respond
faster and constrain their effects. Table 3 compares detection timing between methods on campaigns from the

Fortune 500 dataset that have ground truth timestamps available.

Table 3: Comparison of Time-to-Detection (Days since initial compromise)

Campaign Original Detection |KAIROS ' [DeepAPT-Shield [Improvement
Campaign A 47 days 32 days 12 days 74%
Campaign B 23 days 18 days 5 days 78%
Campaign C 91 days 67 days 38 days 58%

DeepAPT-Shield detects APT campaigns an average of 18.3 days earlier than original detection methods
(typically manual investigation triggered by external notification). Compared to KAIRQOS, our framework
provides 43% earlier detection on average. Campaign B detection at day 5—during initial reconnaissance—
enabled complete containment before lateral movement occurred [71].

5.3 Attribution Performance

The threat attribution module was tested over 47 operations attributed to 12 identified APT groups. Table 4
shows detection accuracy with different threat actors.

Table 4: Threat Attribution Accuracy by APT Group

APT Group Campaigns Top-1 Accuracy Top-3 Accuracy
APT28 8 87.5% 100%
APT29 6 83.3% 100%
Lazarus Group 5 100% 100%
APT41 7 85.7% 100%
Overall 47 89.2% 97.9%
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The overall top-1 attribution accuracy is 89.2%, and the top-3 accuarcy achieves 97.9%. Groups that have
unique tradecraft (Lazarus Group has a focus on cryptocurrency) perform better than groups who share TTPs.
Attribution allows informed response: financial-motivat ed groups running campaigns can be dealt with
differently than nation-state espionage [72].

5.4 Ablation Study

The contributions of each DeepAPT-Shield component are quantified in Table 5 via ablation analysis.

Table 5: Component Ablation Study (DARPA OpTC)

Configuration Detection Rate False Positive Rate F1 Score
EBM Only 76.3% 0.021% 0.783
EBM + TSA 84.1% 0.012% 0.856
EBM + TSA + ACC 91.8% 0.007% 0.921
Full (w/o adaptive threshold) [94.7% 0.009% 0.938
Full DeepAPT-Shield 94.7% 0.003% 0.947

Our method utilizes every component effectively: TSA offers an-additional 7.8% detection rate via temporal
pattern recognition, ACC contributes another 7.7% through cross-system correlation. Application of the
adaptive threshold and quartiles reduces false positives by 67% without any-degradation to detection rate,
proving its robustness for operational use [73].

6. Discussion

6.1 Practical Deployment Considerations

DeepAPT-Shield has been implemented at scale and in production across five Fortune 500 companies, giving
rise to pragmatic lessons learned. The system is able to analyze enterprise telemetries in real-time with a
median detection latency of 2.3 seconds between an event occurs and the alert creation time. Storage is averaged
at 1.2 TB for 10,000 hosts over a period of one year, with the provenance graph being retained for periods of 90
days. Integration with the current SIEM systems (Splunk, Microsoft Sentinel) allows easy workflow integration
[74]. In production deployments, we have identified three new APT campaigns in the testing timeframe. In one
reported case, DeepAPT-Shield detected C2 beacon traffic 23 days before the threat actor commenced lateral
movement allowing for total containment. Security analysts claim that the diagnosis capability enables incident
response to be faster by putting adversary objectives and potential next actions in context of the full encounter
[75].

6.2 Limitations and Adversarial Considerations

Several limitations warrant acknowledgment. First, detection efficacy is contingent on the quality of telemetry:
Missing endpoint coverage produces blind spots. Second, advanced adversaries can modify their tactics to
circumvent detection (the cat-and-mouse game at the heart of security). Third,confidence in attribution is
dependent on threat actor sophistication, as advanced entities may intentionally use false flag operations [76]. It
is also an active, continuing problem of adversarial machine learning. We tested the resistance of DeepAPT-
Shield to adversarial evasion attacks like feature perturbation, timing variation and mimicry. While basic
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attacks give a low evasion (8-15%) for a moderate cost, accurate evasion requires that the adversary be aware
of some model parameters and makes it more difficult to perform an effective attack [77].

6.3 Future Directions

We will continue this work going forward by examining several promising directions: (1) federated learning for
threat intelligence sharing across organizations to maintain privacy, (2) reinforcement learning for
recommending response actions that are automated, (3) extending our research to the OT/ICS environment, and
(4) incorporating additional threat intelligence feeds for better attribution [78].

7. Conclusion

In this paper, we proposed the network-based detection and attribution of APT activities in enterprise networks
using deep learning - DeepAPT-Shield. With the aid of innovative architecture involving Graph Attention
Networks, Temporal Convolutional Networks and Heterogeneous Graph Neural. Networks, our solution resolves
critical issues in APT detection like stealthy behavior anomalies, distributed attack features and high class
imbalance [79]. Key novelties are adaptive threshold _mechanism that reduces false-positives by 67%, a kill-
chain aware loss function to boost the detection oficritical stages, and an attribution Siamese Network-based
module, which attains accuracy of 89.2% across 12 threat actor groups. Full evaluation on public and vialed
datasets yielded 94.7% detection rate at a false positive rate of 0.003%, detecting attacks on average 18.3 days
earlier than existing solutions [80]. Production deployment in Fortune 500 organizations demonstrate practical
usefulness, reporting the blocking of three previously unknownAPT campaigns. DeepAPT-Shield paves the
way for a novel approach to enterprise APT defense that helps security operators identify, understand, and
respond to some of the most advanced cyber threats [81].
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